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Memo.
To: T-Mobile employees
From: T-Mobile Corporate Office.
Date: 18/1/2019.

RE: How T-Mobile will enhance the US PATRIOT Act Compliance.
The US PATRIOT Act was enacted to “unite and strengthen the US by deterring as well as punishing terrorists’ acts in the country and in a global perspective and to facilitate law enforcement investigatory tools” (Theissen & Phil, 2017). Herein, telecommunication companies have an excellent opportunity to facilitate the necessary changes to comply with the US PATRIOT ACT of 2001. In reflection to the Customer Identification Program (CIP), the T-Mobile companies should facilitate high minded technology for quicker identification of all persons striving to access and accounts through acute document verification (Edwards, 2018). Telecommunication companies should ensure USA PATRIOT Act compliance by keeping adequate communication records for all CIP verification documents for five years.
Further, T-Mobile companies should complement the USA PATRIOT Act with Cybersecurity Risk Management platforms. They should show compliance through “effective management of risks, control, provision of information, coordination,  control of cyber crimes and  management of cyber incidences” (Edwards, 2018). T-Mobiles should provide thorough firewall review services through evaluating information security systems as well as procedures.  More importantly, the companies should provide a thorough assessment to controls of communications, network, wire transfers, and other wired transfer of information. Herein, every telecommunication company should provide a risk-based report of observation with acute recommendations to the security investigation and intelligence agencies.
Also, T-Mobile companies through their qualified employees “should carry out thorough IT audition technical aspect of banks and Credit Unions as well” (Theissen & Phil, 2017).  It entails showing comprehension on how information is stored, accessed as well as maintained on the IT systems. They should timely detect, assess and identify both current and foreseeable risks to the IT Systems and the data stores on them (Theissen & Phil, 2017). More importantly, telecommunication companies should support the critical federal investigatory agencies through providing promising information security and review programs. Such a practice will allow intelligence, law enforcement, and other investigative agencies to suitably assess the grassroots of terrorism-related activities and hence creating a basis for USA PATRIOT Act implementation (Haber & Zarsky, 2016). 
[bookmark: _GoBack]From another point of view, the T-Mobile companies should avail technical password audit for law enforcement agencies to ensure that their passwords are strong and secure with the aid of CSI’s Password auditing tools (Theissen & Phil, 2017).  Such a practice will help in exposing different password vulnerabilities via active directory password audit tools in addition to other weaknesses which criminals can easily hack and exploit. More importantly, T-Mobile companies will support the law enforcement investigatory tools through social engineering and penetration testing. As such, T-Mobile companies will be required to categorically identify the evident loopholes in the public networks in an effort to deter different forms of breaches while strengthening the law enforcement efforts and compliance posture (Haber & Zarsky, 2016). Overall, telecommunication companies must strive to ensure global monitoring, garnering, in conjunction with the processing of data for both foreign and domestic intelligence as well as counterintelligence duties by empowering intelligence agencies through signal intelligence.
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